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"Human factors refer to environmental, organisational and job factors, and
human and individual characteristics, which influence behaviour at work in

a way which can affect health and safety"

In other words, human factors is concerned with what people are being asked
to do (the task and its characteristics), who is doing it (the individual and
their competence) and where they are working (the organisation and its
attributes), all of which are influenced by the wider societal concern, both

local and national.

Human factors interventions will not be effective if they consider these
aspects in isolation. The scope of what we mean by human factors includes
organisational systems and is considerably broader than traditional views of
human factors/ergonomics. Human factors can, and should, be included
within a good safety management system and so can be examined in a

similar way to any other risk control system.

This definition includes three interrelated aspects that must be considered:
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the job, the individual and the organisation. W% . AR OSHEREA B E TV D,
Job, equipment and environment focus fTF, RIERORE

Including areas such as the nature of the task, workload, the working
environment, the design of displays and controls, and the role of procedures.
Tasks should be designed in accordance with ergonomic principles to take

account of both human limitations and strengths. This includes matching the
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job to the physical and the mental strengths and limitations of people.
Mental aspects would include perceptual, attentional and decision making

requirements.

The way jobs are designed has a direct effect on the health and safety of
workers. People will usually try to adapt to poor job, equipment or
environment design, but this can impact on their health and safety and the
overall safety of the work system (eg in safety critical or major hazard
industries). The timing of shifts, the length and frequency of breaks, the
workload, the physical and mental demands due to the design of the task,
equipment and environment are all important factors to consider and can

affect both the individual and the integrity of the whole work system.
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Individual factors

skills,

perception. Individual characteristics influence behaviour in complex ways.

Including his/her competence, personality, attitude, and risk
Some characteristics such as personality are fixed; others such as skills and

attitudes may be changed or enhanced.

People vary in many ways: physically, mentally, personality, knowledge and

experience.

e  Physical differences are the most obvious. People have different body

shapes and sizes, different levels of strength and capabilities
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*  Vision, hearing and manual dexterity can also vary widely and in some
cases eg where colour vision or visual acuity is important it is necessary
to test people's capabilities

* Mental abilities vary but can only really be assessed accurately using
psychological testing — which is usually only important where the work
1s critical and demands that the right people are selected

*  People also have different personalities, which can make a difference to
the type of work that they are suited to and may be important where
there are specific safety requirements

*  Finally, people have different knowledge and experience on which to

draw.

The design of the job, the equipment, information and work environment
should all take account of individual capabilities and limitations, as far as is
reasonably practicable. Where aspects of performance in the job are critical,
it is usual to specify the individual characteristics being sought and then to
try and select the best suited applicant for the job. People need to have the
right knowledge, skills and abilities to be able to carry out their work
effectively and safely. They also need to have the appropriate attitudes and
awareness of the risks in order to work in a safe manner. Therefore making
sure you select the right people for the job is important but it is also
necessary to ensure they have the appropriate training and personal
development if they are to work efficiently and safely. It is easier to develop

skills and change attitudes than it is to alter personality.

It is also important to ensure that the workplace is adapted as far as is
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necessary to support rather than hinder people's task performance. When
people are recruited, or change their jobs, it is sensible to check if any
adaptations to the workplace would make it easier for them to do the job and
reduce the risk of human error, injury or ill-health as well as increasing their
efficiency or productivity.

People with disabilities have particular needs. From an ergonomics
perspective a disability is simply another individual difference to be taken
into account when designing the work system. However, there are specific

legal requirements which need to be met. More information and advice is

available by following the link below:
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https://www.hse.gov.uk/disability/index.htm

Health and safety for disabled people at work

Training and competence

Why is competence important?
This can be defined as the ability to undertake responsibilities and perform
activities to a recognised standard on a regular basis. It is a combination of
skills, The

competence has not only contributed to disasters such as Esso Longford and

experience and knowledge. inadequate management of

BP Texas City, but also to fatalities, personal injuries and ill health.

Key principles in competence

Competence assurance should be linked to key responsibilities, activities and
tasks identified in risk assessments

Competency assurance systems should aim to establish and maintain

competency for all those involved in safety-related work, including managers.
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This is particularly important in the management and prevention of major
accidents

Training is an important component of establishing competency but is not
sufficient on its own. For example, consolidation of knowledge and skills
through practice is a key part of developing competency

Competence assurance systems should take account of foreseeable work and
operating conditions including infrequent and complex activities,
emergency situations and upsets, maintenance etc

Training and competence assessment methods should be appropriate to the
hazard profile of the tasks being undertaken. For example, competency
assurance systems for safety critical tasks should be more robust

'On-the-job' training should be structured and linked to risk assessments and
associated control measures including procedures. In safety critical
environments, on-the-job training should be supported by other forms of
training where appropriate eg classroom training, simulation

Training should be validated ('Did it deliver what it was supposed to?"), and
evaluated ('Is this the right kind of training for our needs?") and recorded
There should be refresher training for infrequent, complex or safety critical
tasks and this may include appropriate reassessment

Vocational qualifications should include site-specific aspects and link
appropriately to the hazards and risks in your workplace

Aim to achieve a suitable balance between competence and supervision
Careful consideration should be given to the potential consequences of
outsourcing of safety-related work. Companies must take steps to ensure
that contractors are competent to carry out health and safety-related work.

Companies should seek to retain intelligent customer capability to ensure
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that they can appropriately manage and oversee the work

More information on competence

Extract from inspectors human factors toolkit - Core topic 1:

Competence assurance (PDF)

Useful for checking your own competency system.

Developing and Maintaining Staff Competence (PDF)

Second edition published by the Office of Rail and Road, 2007 ISBN
07176 1732 7 (first published by the Health and Safety Executive,
2002)

The guidance is primarily aimed at those responsible for managing,

controlling and assessing the competence of individuals and teams
in the railway industries. However, this guidance is fully applicable
to other industries, including high hazard industries. It describes
the principles and factors that should be considered to improve
existing competence management systems, and set up and

Implement new systems.

Competence assessment for the hazardous industries.

Research Report 086 (2003). Includes guidance and questions for

self assessment of your training and competency arrangements.

Successful health and safety management, HSG65 (1997)
ISBN 0717612767, HSE Books. Provides guidance for directors,
health and

managers, safety professionals and employee
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representatives who want to improve health and safety in their
organisations. Pages 26 to 32 discuss competency assurance.

Study group on human factors: first report on training and related
matters ACSNI, ISBN 0 11 885543, HMSO 1990, now via HSE
Books.

Optimising hazard management by workforce engagement and

supervision
(Research Report 637). Discusses the balance between competence

and supervision, and increased workforce involvement.

The selection and training of offshore installation managers for
crisis management. Offshore Technology Report OTH 92 374. (PDF)

This project investigated the selection and training of Offshore

Installation Managers (OIMs) with particular reference to their
ability to take command during an emergency.

Translating research into
practice. Volume 3 - Crew Resource Management Training for
Offshore Operations, RR061 (2003).

The aim of this work was to design and evaluate a form of human

Factoring the human into safety:

factors training called Crew Resource Management (CRM) which is
intended to improve safety, productivity, and to reduce down time
on offshore installations.

Nuclear Directorate - Technical Assessment Guide: Licensee use of

contractors and intelligent customer capability. (PDF)

Contractorisation is the process of downsizing, restructuring or
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other initiatives to enable contractors to be used to replace or
augment company staff in performing activities.

Managing competence for safety-related systems, issued by the
Health and Safety Executive, the Institution of Engineering
Technology and the British Computer Society, 2007

Part 1: Key guidance (PDF)

Part 2: Supplementary material (PDF)

The purpose of this guidance is to help companies manage the
competence of their staff who are involved with the functional
safety of electronic safety-related systems for protection or control
(eg fly-by-wire in aircraft, shutdown systems in the petrochemical
and

industry and offshore, safeguarding arrangements for

machinery and industrial automation).
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Organisational focus

Including work patterns, the culture of the workplace, resources,
communications, leadership and so on. Such factors are often
overlooked during the design of jobs but have a significant influence

on individual and group behaviour.

in the affected by the

characteristics of the business or organisation for which they work.

People's behaviour workplace 1s
For example, a new starter will quickly learn the ways of behaving
that are considered normal from their fellow workers and
supervisors. Workers and work groups also respond to the messages

and cues they receive from managers and supervisors, though not
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always in the way intended. All these things reflect the culture of
the organisation. To manage health and safety effectively it is
important to consider how all these organisational level influences

affect human behaviour
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Business benefits

Managing human failures is essential to prevent major accidents,
occupational accidents and ill health, all of which can cost businesses money,

reputation and potentially their continued existence.

Successful businesses achieve high productivity and quality while ensuring
health and safety. Good technology combined with the best work systems can
help to achieve these goals. The best work systems are based on having a
skilled workforce, with well-designed jobs that are appropriate to individuals'

abilities.
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The influence of biological, psychological and organisational factors on an
individual at work can affect their health and safety, but it also affects their

efficiency and productivity. For example, if:

*  someone needs to exert a large proportion of their strength to complete a
task they are more likely to suffer injury and carry out the task
inefficiently — possibly causing damage to the product and tools

* the mental demands of a task are too high, perhaps involving diagnosing
faults under significant time pressures then there can be both a health

issue for the employee but also a quality, and possibly safety issue for the

TS\ BT 5 A2
DR K V22 4L
B 2 1.

OB K ORI R 25BN S E T 583, £ DA
CHRBEH D120 Tl REOVEERICORBREZ 525,

HOMEEETETTHIEDICRE RN EMLELT LG, AGE LD EDE
HINCAEEAZ AT LTIZ 0 T2 RetER &< 25, Halc k- T, A KO T
BICHEA 52 5 REELH 5,

TEREIZXT T 2R RN ETE D, BEHL, RERKHHT Ly vy
— DN THEAZET 2 X 5256 (EEBEORE LOREZ T Tl &
PETA v, Tut A 7T FOMER, A Lo T L e LoRBENRF

10




production line, process and plant
* individuals have very limited scope for determining how to do their job
then they may lack motivation and job satisfaction and be less effective
at work
Individuals have a wide range of abilities and limitations. A human factors
(or ergonomics) approach focuses on how to make the best use of these
capabilities: by designing jobs and equipment which are fit for people. This
not only improves their health and safety but often ensures a better

managed, more effective organisation.
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Common risks
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Includes human failures, staffing, safety critical communications, human
factors in design, organisational culture and Maintenance Inspection and
Testing (MIT).
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Managing human failures
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Overview

Everyone can make errors no matter how well trained and motivated they
are. However in the workplace, the consequences of such human failure can
be severe. Analysis of accidents and incidents shows that human failure
contributes to almost all accidents and exposures to substances hazardous to
health. Many major accidents eg Texas City, Piper Alpha, Chernobyl, were
initiated by human failure. In order to avoid accidents and ill-health,

companies need to manage human failure as robustly as the technical and
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engineering measures they use for that purpose.

The challenge is to develop error tolerant systems and to prevent errors from
initiating; to manage human error proactively it should be addressed as part

of the risk assessment process, where:

significant potential human errors (PDF) are identified

those factors that make errors more or less likely are identified (such as poor
design, distraction, time pressure, workload, competence, morale, noise levels
and communication systems) - Performance Influencing Factors (PIFs) (PDF)
control measures are devised and implemented, preferably by redesign of the
task or equipment

This Key Topic is also very relevant when trying to learn lessons following an
incident or near miss. This also involves identifying the human errors that
led to the accident and those factors that made such errors more likely - PIF's
(PDF) .
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Types of human failure

A DK DFER

It is important to be aware that human failure is not random; understanding
why errors occur and the different factors which make them worse will help
you develop more effective controls. There are two main types of human

failure: errors and violations.

A human error is an action or decision which was not intended. A violation is

a deliberate deviation from a rule or procedure. HSG48 provides a fuller
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description of types of error, but the following may be a helpful introduction.

Some errors are slips or lapses, often "actions that were not as planned" or
unintended actions. They occur during a familiar task and include slips (eg
pressing the wrong button or reading the wrong gauge) and lapses (eg
forgetting to carry out a step in a procedure). These types of error occur
commonly in highly trained procedures where the person carrying them out
does not need to concentrate on what they are doing. These cannot be
eliminated by training, but improved design can reduce their likelihood and

provide a more error tolerant system.

Other errors are Mistakes or errors of judgement or decision-making where
the "intended actions are wrong" ie where we do the wrong thing believing it
to be right. These tend to occur in situations where the person does not know
the correct way of carrying out a task either because it is new and
unexpected, or because they have not be properly trained (or both). Often in
such circumstances, people fall back on remembered rules from similar
situations which may not be correct. Training based on good procedures is the

key to avoiding mistakes.

Violations (non-compliances, circumventions, shortcuts and work-arounds)
differ from the above in that they are intentional but usually well-meaning
failures where the person deliberately does not carry out the procedure
correctly. They are rarely malicious (sabotage) and usually result from an
intention to get the job done as efficiently as possible. They often occur where

the equipment or task has been poorly designed and/or maintained. Mistakes
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resulting from poor training (ie people have not been properly trained in the
safe working procedure) are often mistaken for violations. Understanding
that violations are occurring and the reason for them is necessary if effective
means for avoiding them are to be introduced. Peer pressure, unworkable
rules and incomplete understanding can give rise to violations. HSG48

provides further information.

There are several ways to manage violations, including designing violations
out, taking steps to increase their detection, ensuring that rules and
procedures are relevant/practical and explaining the rationale behind certain
rules. Involving the workforce in drawing up rules increases their
acceptance. Getting to the root cause of any violation is the key to

understanding and hence preventing the violation.

This aide-memoire on human failure types (PDF) explains in more detail,

along with examples and typical control measures.

Understanding these different types of human failure can help identify
control measures but you need to be careful you do not oversimplify the
situation. In some cases it can be difficult to place an error in a single
category — it may result from a slip or a mistake, for example. There may be a
combination of underlying causes requiring a combination of preventative
measures. It may also be useful to think about whether the failure is an error
of omission (forgetting or missing out a key step) or an error of commission
(eg doing something out of sequence or using the wrong control), and taking

action to prevent that type of error.
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The likelihood of these human failures is determined by the condition of a
finite number of 'performance influencing factors (PDF) ', such as design of
interfaces, distraction, time pressure, workload, competence, morale, noise

levels and communication systems.

2O LT ANBDORBDOFRENEIZ, £ v 2 — 7 = A ADOHKE, EERE. W~
Ly vy—, R B, R BELUL, ala = —va VAT LAD
L7, AIRD 37—~ AT BT HEK (PDF) | OIREEIZ L » TRE
%,

Key principles in managing human failure

AH DK ZEHY 5 ETOEEFR

e human failure is normal and predictable. It can be identified and
managed

* industry should tackle error reduction in a structured and proactive way,
with as much rigour as the technical aspects of safety. Managing human
failure should be integral to the safety management system

e a poorly designed activity might be prone to a combination of errors and
more than one solution may be necessary

e involve workers in design of tasks and procedures

e risk assessment should identify where human failure can occur in safety
critical tasks, the performance influencing factors which might make it
more likely, and the control measures necessary to prevent it

* incident investigations should seek to identify why individuals have

failed rather than stopping at 'operator error'
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Common pitfalls in managing human failure
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There is more to managing human failure in complex systems than simply

considering the actions of individual operators. However, there is obvious
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merit in managing the performance of the personnel who play an important
role in preventing and controlling risks, as long as the context in which this

behaviour occurs is also considered.

When assessing the role of people in carrying out a task, be careful that you

do not:

* treat operators as if they are superhuman, able to intervene heroically in
emergencies

* assume that an operator will always be present, detect a problem and
immediately take appropriate action

* assume that people will always follow procedures

* rely on operators being well-trained, when it is not clear how the
training provided relates to accident prevention or control

* rely on training to effectively tackle slips/lapses

* gstate that operators are highly motivated and thus not prone to
unintentional failures or deliberate violations

* ignore the human component completely and failing to discuss human
performance at all in risk assessments

* inappropriately apply techniques, such as detailing every task on site
and therefore losing sight of targeting resources where they will be most
effective

* in quantitative risk assessment, provide precise probabilities of human
failure (usually indicating very low chance of failure) without

documenting assumptions/data sources
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Companies should consider whether any of the above apply to how their

organisation manages human factors.
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More information on managing human failure

ANF DR DEBR IS 5 FEME R

Human failure aide-memoire (PDF) — This aide-memoire gives more

information about the different failure types and appropriate control

measures.

Reducing error and influencing behaviour (HSG48), HSE Books 1999, ISBN
0 7176 2452 8. Essential HSE generic industry guidance on human factors - a

simple introduction.
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Human errors
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When we address human factors in relation to health and safety, we're

aiming to optimise human performance and reduce human failures.

Extract from inspectors human factors toolkit - Identifying human failures
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PDF
Includes a 7-step approach to identifying and managing human failures that

many organisations have found useful.
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Further guidance
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*  Reducing error and influencing behaviour
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(HSG48), HSE Books 1999, ISBN 0 7176 2452 8. Essential HSE generic
industry guidance on human factors - a simple introduction

* 'Managing human error'

Postnote: a report from the Parliamentary office of Science and Technology,
June 2001 Number 156: available via the Parliamentary Office of Science
and Technology's website. A clear and useful summary of the main issues on

managing human error
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Human factors in accident investigations

BT 5 ANER

Accident investigations should consider why human failures occurred.
Finding the underlying (or latent, root) causes is the key to preventing

similar accidents.

Extract from inspectors human factors toolkit - Accident investigations (PDF)
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Further guidance
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Guidance On Investigating and Analysing Human and Organisational

- FHO AR - HERO IR ORI 2 A - T T 5 7m0 D A X A (PDF)

Factors Aspects of Incidents and Accidents (PDF)
Published By Energy Institute, London, May 2008. ISBN 978 0 85293 521 7.

This publication is aimed at anyone who is involved in an incident/accident

investigation or analysis - either as the lead investigator or part of the
supporting team. It has been developed following an extensive review of the
literature on accident investigation, as well as from interviews and
discussion with users and developers of these investigation and analysis
methods. HSE
development and dissemination of this publication.

Reducing error and influencing behaviour (HSG48), HSE Books 1999, ISBN

0 7176 2452 8. Essential HSE generic industry guidance on human factors - a

contributed both technically and financially to the

simple introduction

Lessons from Longford: the Esso Gas Plant Explosion, Andrew Hopkins, CCH
Australia Ltd, 2000, ISBN 1 86468 422 4

(Available quickest via e-mail - salescentre@cch.com.au or available in UK
via Croner CCH, 145 London Road, Kingston upon Thames, Surrey KT2 6SR:
email dmckail@cch.co.uk or Tel 0161 6436133 (or 0208 547333 or 0845
2415719).

Excellent and clear summary of main issues arising from the incident
including the widespread over-focus on personal safety matters and personal

safety KPIs on major hazard sites.

%#1770: Energy Institute, @ > K>, 2008 4 5 H, ISBN 978 0 85293 521 7,
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Staffing

ABEE

Staffing levels
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Having the right numbers of the right people, in the right place at the right

time.

Changes to staffing levels often occur as part of organisational change - this
is often referred to as downsizing, delayering or multi-skilling. The following
extract from the human factors toolkit and the further guidance below will

help you to decide whether your staffing levels are suitable.

Extract from inspectors human factors toolkit - Organisational change and

transition management (PDF)
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More information on staffing levels

Organisational change and major accident hazards (PDF)

Published on the HSE website in July 2003 as an information sheet. Core
guidance for COMAH sites.

Assessing the safety of staffing arrangements for process operations in the
chemical and allied industries (PDF) .

HSE Contract Research Report 348/2001. Essential guidance for assessing

manning levels pre- and post-change.

# (PDF)
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Workload

TEEAHT

Why is workload important?

IREEEARNEERDON?

21




Humans have limited capability for processing information (such as from
displays, alarms, documentation and communications), holding items in
memory, making decisions and performing tasks. Excess workload can result
in human performance issues such as slower task performance and errors
such as slips, lapses or mistakes. It should also be noted that underload can
also lead to human performance issues such as boredom, loss of situation
awareness and reduced alertness. Workload issues may be more relevant in
times of downsizing or temporarily during peaks (such as incidents or

turnarounds).

Workload is related to competence (eg some tasks can require less processing

in experienced personnel), working hours/patterns (eg underload in
nightshift control room operators), organisational change (where tasks or
roles are changed) and staffing levels. Workload may be higher in some
industries/roles where there is an inadequate supply of skilled staff. A high
(or perceived high) workload not only adversely affects safety, but also
negatively affects job satisfaction and, as a result, contributes to high

turnover and staff shortages.

An assessment of workload may be required if you wish to determine
whether you have sufficient staff; if capacity exists for additional tasks, or

whether personnel can cope with emergencies, incidents or process upsets.

Workload should be assessed if new tasks, equipment, or systems are

introduced; or where changes are made to roles and responsibilities.
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Key principles in workload
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Performance can be affected by workload being too high - or too low
Workload can 'drift' over time as new activities are added gradually
Ensure that workload has been assessed for emergency situations as
well as for normal operating ("steady state") conditions

Consider the whole team, and whether tasks can be redistributed
between team members or shifts

Assess the balance of workload across a shift - can the timing of activities
be redistributed to spread workload (eg issuing Permits to Work at
several periods rather than just at the start of the shift)?

Workload should be reconsidered during unusual activities, such as

'campaign maintenance', or start-up activities on process plants

Experienced operators may be able to utilise strategies for handling high
task demands; whereas inexperienced staff may be less able to cope
(think about when you were learning to drive)

Perform a task analysis to understand exactly what staff are required to
do, when, and what information they need to perform these tasks.
Involve the workforce in these analyses

Task analysis should consider both physical and mental workload
Ensure that workload assessment considers visual inputs (eg scanning
display screens, looking out of windscreens, CCTV), auditory inputs
(telephones, radios, alarms), cognitive activities (analysis of inputs,
decision making) and psychomotor skills (physical actions, such as
controlling a process using a mouse, keyboard, or buttons and levers)
Consider not just the number of personnel, but how they are being

utilised
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*  Set clear roles and responsibilities, ensuing that staff are clear on their
priorities. This will help to ensure that even when workload is high, staff
are able to focus on key activities

*  Some tasks may be re-allocated from humans to machines/computers, or
vice-versa; considering human performance, safety, maintainability,

personnel requirements etc

® B R OBMLEREL, A¥ v 7 OBEIEMZHfEIZT 5, 2975
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Supervision

EE

Why is supervision important?

Supervision is an important Performance Influencing Factor (PDF) that is
believed to have contributed to a number of major accidents (Texas City,
2005; Texaco Milford Haven, 1994; Hickson and Welch, 1992). Problems can
emerge because of poorly defined responsibilities, heavy workloads,

inadequate resources, or as a result of removing supervisory roles altogether.

Many supervisors are given a vital role during emergency response, yet are
often poorly trained in these key responsibilities. Supervisors may also have
an 1important part to play in managing contractors and/or issuing
permits-to-work (the public enquiry into the Piper Alpha explosion in 1998
concluded that the operating company failed to ensure that a key supervisor

was sufficiently competent in the operation of the PTW system).

Other key supervisory functions include planning and allocating work,

making decisions, monitoring performance and compliance, providing
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leadership and building teamwork, and ensuring workforce involvement.

Crucially, supervisors can have a significant, positive impact on a range of
local performance influencing factors (compliance with procedures, training
and competence, safety-critical communication, staffing levels and workload,

shift work and fatigue, organisational culture etc).

The traditional 'supervisor' represents a crucial, final link between planning
a job and its execution. However, it is worth remembering that supervisory
functions may be shared between a number of front-line 'shift managers', or
between individual employees in a self-managed team (SMT). While the
switch to SMTs is often associated with significant commercial benefits and
improvements to job satisfaction, it is also argued that the effectiveness of
supervision - especially in the context of safety - is reduced. However, this
need not be the case: health and safety performance can be assured provided
the team has the necessary focus, competence and resources to deliver a set
of clearly-defined supervisory functions. Research also suggests that the
introduction of SMTs can foster active employee involvement.

Whatever the management structure, supervision remains a critical

FBE OB DOMIRER B 5,
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organisational factor and its importance should be duly and proportionately | % O B M [FHFR DL 2E B A7 A OFIZHE E DU KB S L b & T
reflected within an organisation's safety management system. H5,
Key principles in supervision ERICRB T 5 EERE]

Assess your current supervisory arrangements to ensure that all key
supervisory functions are clearly defined and appropriately allocated (and

re-assess them prior to any organisational change). A useful free checklist
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and assessment tool are provided in RR292 (see below)

Select the right people for the job and provide additional training where
appropriate. Ensure relevant individuals have:

the necessary skills and aptitude for supervisory activities (planning,
communication, delegation etc)

a thorough understanding of local hazards and control measures

the experience and credibility to gain respect from others.

Provide adequate supervision for contractors and other third parties on site,

and make these arrangements clear to everyone

Support supervisors/self-managed teams in their roles and responsibilities eg

give them achievable targets; support them in conflict resolution etc
Ensure relevant individuals have the time and the opportunity to interact
with others to fulfil all of their supervisory responsibilities (the requirement

to provide adequate resources is a key senior management function)

Measure, audit and review all aspects of supervisory performance
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More information on supervision

ERICET 6 0ER
(BEHERETE : LU FOLMIT, ZZ5EHDOY X P THE, o )

Successful health and safety management, HSG65, HSE Books, (especially

RIhT A AdEE L 2 DE PR HSG65. HSE Books, (FFIZ 20 ~ 21 ~—3)

pages 20 to 21)
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This guidance outlines two key aspects to supervision — task management
and team building. It also provides a diagram to illustrate the balance
between the degree of supervision, the risk of the job and the competence of

the person.

Different types of supervision and the impact on safety in the chemical and

allied industries

RR292 ENTEC (2004). Contains an assessment tool which companies can use
to assess their existing supervisory arrangements. It can be used for on-going
review or to help prepare for an organisational change.

Improving supervision — from the Hearts and Minds Programme. This
brochure aims to help people new to supervisory roles, and also refresh the
skills of those who have been supervisors for some time. The step-by-step
process outlined will identify problems with the quality of supervision and

drive improvement.

Safety implications of self-managed teams (SMTs) (PDF)

In order to understand the relationship between health, safety and the
implementation of SMTs, this research reviews existing literature and
describes four case studies of companies which have implemented SMTs.
Benchmarking employee supervisory processes in the chemical industry, RR
312 (2005)

This report details an assessment of the key inputs to and outputs from

supervisory processes used in the chemical industry.
Nuclear Directorate - Technical Inspection Guide: Control and Supervision of

Operations (PDF)
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This guidance provides a framework to guide inspection activities carried out

by HM Nuclear Inspectors in this area.

THTL—TU— 7 L E 9,

Human factors: Contractors

ARER FAREE

Contractorisation is the process of downsizing, restructuring or other
Initiatives to enable contractors to be used to replace or supplement company
staff in performing activities. It is often known as outsourcing. Contractors
are organisations or individuals who provide a service, but are not directly
employed by the client company. These services may be provided onsite (eg
specialist maintenance activities, asbestos removal) or elsewhere (eg
provision of design or safety analyses). However, any company using the
services of a contractor must retain an understanding and knowledge of the
product or service being supplied — and be mindful of responsibility for

managing safe operations (see Intelligent Customer topic page).
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More information on contractorisation

FEARLICEE T D REME S
(BFHELETE : LUFOZMIL, ZEZRHDOY X FTHS, o )

Licensee use of contractors and intelligent customer capability (PDF)

Guidance developed for HSE's Inspectors of Nuclear sites, but includes useful
guidance for other industries.

Use of contractors: A joint responsibility

Managing contractors: A guide for emplovers

FALL L L DHEAEEOWHEA LT ) V= b RERERE (PDF)
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Safety critical communications

RERMCHERZE EOREBRE

Why are good communications important?

BRERHRaIa=r—a VBREERON?
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Spoken and written communication can be critical in maintaining safety.
This can include general communications in the form of safety information,
communications between team members or between different teams during

operations or maintenance work, and emergency communications.

All personnel including employees, contractors and visitors, should have
access to key information to help them negotiate the hazards in the work
place safely. This may include key findings from risk assessments, induction

to site, evacuation drills, emergency instructions, safety warnings and so on.

Communications are very important in a wide range of safety critical tasks
and activities such as lifting operations, emergency response, entry to
confined spaces, as well as coordination of activities between different parties

and organisations.

This Key Topic contains links to two related issues:

A key area of communications, particularly on major hazard sites, is shift
communication including Shift handover

A Permit-to-Work, or PTW, is effectively a means of communication between
site management, plant supervisors and operators, and those who carry out
the work

The individual topic pages include an outline of why each of these two areas
is important, along with a list of key principles to consider and further

guidance material.
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Key principles in safety critical communications

* Identify who needs to communicate, and what their communication
needs are. This could be identified during risk assessment

e Companies should consider the medium (eg face-to-face, procedure,
radio) and method (eg written, verbal)

*  Consider timings of key communications eg draw attention to hazards
before people are required to carry out tasks

e Language should be appropriate to the workforce (consider literacy, first
language) and use appropriate terminology

*  Highlight safety critical steps in procedures and draw attention to them
in training

e If it is really important to get a message across, consider using two or
more methods/media of communication eg written back up to a verbal
communication

* Remember that putting signs up is not a substitute for communicating,

though it may be part of it
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More information on safety critical communications
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Extract from inspectors human factors toolkit Safety critical
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communications (PDF)

Although several of these documents are about the specific communication

issue of achieving an accurate, safe shift handover, many of the principles are
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relevant to other types of safety-critical communications.

Successful Health and Safety Management (HSG65)

HSE Books 1997, (pages 23-26)

Reducing error and influencing behaviour (HSG48)

HSE Books 1999, ISBN 0 7176 2452 8 (see pages 29-31, 38-39 and the case
study on pages 67-68)

Person to person communication model (PDF)

A one-page illustration of the key aspects in communications from a sender to
receiver.

Human factors aspects of remote operation in process plants

Contract research report 432/2002. When centralising control (eg to a central
control room) communications often suffer and operators can lose their
previous (hands-on) overview of the real plant.

Effective design of workplace risk communications - Research report 093

Focuses on the design of risk communication leaflets.
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Shift handover

V7 FOFIRHE

Effective communication is important in all organisations when a task and
its associated responsibilities are handed over to another person or work
team. This can occur at shift changeover, between shift and day workers, or
between different functions of an organisation within a shift eg operations

and maintenance.

Why is handover important?
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The goal of handover is the accurate reliable communication of task-relevant
information across shift changes or between teams thereby ensuring
continuity of safe and effective working. Effective handover consists of

three elements:

a period of preparation by out-going personnel
handover where out-going and in-coming personnel communicate to
exchange task-relevant information

cross-checking of information by in-coming personnel as they assume
responsibility for the task

Many accidents have occurred because of failure of communication at shift
handover, the majority of these involved planned maintenance work. In the
1983 Sellafield Beach Incident, highly radioactive waste liquor was
accidentally discharged to sea, due to a failure of communication between
shifts. The Cullen Report concluded that one of the many factors that
contributed to the Piper Alpha disaster was failure of information

transmission at shift handover.

Key principles in handover

To ensure safe handover, organisations should:

Identify higher risk handovers

develop staff's communication skills
emphasise the importance of shift handover
provide procedures for shift handover

plan for maintenance work to be completed within one shift if possible
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Shift handover should be:

conducted face-to-face

two-way, with both participants taking joint responsibility
done using both verbal and written communication

based on an analysis of the information needs of incoming staff
given as much time and resource as necessary

Improvements should also be made by:

designing support equipment, such as logs and computer displays, with
consideration of the operators needs
involving the end-users when implementing any changes to existing

communication methods at shift handover
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More information on safety critical communications

B LR RRBECET 2 FHMIER

Although several of these documents are about the specific communication
issue of achieving an accurate, safe shift handover, many of the principles are

relevant to other types of safety-critical communications.

Extract from inspectors human factors toolkit Safety critical
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communications (PDF)

Reducing error and influencing behaviour (HSG48)
HSE Books 1999, ISBN 0 7176 2452 8 (see page 38 -

'Effective Shift

Communication')

Effective shift handover - a literature review OTO 96 003 (PDF)

This report reviews theoretical work and published incidents, draws

conclusions regarding the current state of knowledge and highlights
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implications for best practice.

Improving communication at shift handover (PDF)

This methodology aims to characterise the type and quality of shift handover
activities and influence the improvement of current practice.

Safe communication at shift handover - setting and implementing standards

V7 MMEICBT A At a=r— g U OUGE (PDF)
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(PDF) This paper describes a site-wide initiative to improve shift handover
communication on a UK oil refinery.

Person to person communication model

(PDF) A one-page illustration of the key aspects in communications from a
sender to receiver.

Human factors aspects of remote operation in process plants

Contract research report 432/2002. When centralising control (eg to a central
control room) communications often suffer and operators can lose their

previous (hands-on) overview of the real plant.
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Permit to work systems

VRS ATl E

Why are permit to work systems important?

Instructions or procedures are adequate for most work activities, but some
A 'permit to work' is a more formal system stating

A

responsible person should assess the work and check safety at each stage.

require extra care.

exactly what work is to be done and when, and which parts are safe.

The people doing the job sign the permit to show that they understand the

risks and precautions necessary.
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Permits are effectively a means of communication between site management,
plant supervisors and operators, and those who carry out the work. Examples
of high-risk jobs where a written 'permit to work' procedure may need to be
used include hot work such as welding, vessel entry, cutting into pipework
carrying hazardous substances, and work that requires electrical or
mechanical isolation. It is also a means of coordinating different work

activities to avoid conflicts.

It should be emphasised, however, that a 'permit to work' is not a
replacement for robust risk assessment, but can help bring the risk

assessment 'to life', at the sharp end, where it matters.

There are many human factors aspects of permit-to-work systems, including
competence, procedures, and communications. Wider guidance on permit to

work systems can be found in HSG250.

Key principles in permit to work systems

The issue of a permit does not, by itself, make a job safe

Roles and responsibilities - is it clear who is in charge, and who does what -
with no important gaps or overlaps?

If the job cannot be finished in one shift, ensure that it will be left in a safe
state and that clear instructions are available for the next shift (Shift
Handover topic)

The Permit should contain all relevant information, be correct, and presented

in a suitable format (eg not overly complex or ambiguous, a single-sided A4
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permit might suffice - Procedures topic)

Ensure end-user involvement in the design of the permit system, and the
document design process

Communicate all relevant information (including hazards and controls) to all

personnel involved

Ensure that other people are aware of what maintenance staff are doing and
vice versa

If there are a number of permits, they should be displayed at an appropriate
location, in a systematic arrangement that enables staff to check which
equipment is eg isolated or undergoing maintenance

Make links between related permits — consider simultaneous tasks and
interdependent activities

Consider the balance between communicating 'routine' safety information on
a Permit (eg PPE, housekeeping), and issues specific to the task in hand,
including process safety information where relevant

The permit system should have a process for hand-over of plant on
completion of work

Train all users in the PTW system and provide information to other persons
affected by it

Make arrangements to manage non-compliance eg where there may be
overload of permits at the beginning of a shift

Plan work to smooth out the distribution of PTWs, or provide more PTW
authorisers at busy times

If you are considering introducing an electronic permit system, assess the

risks from the changeover from a paper-based system. Use good interface
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design, and train personnel in the PTW process, not just use of the software
interface. (HSG250, p.16)

Ensure effective management and review of the work permit system

T2T DA E—T A ADERZF TR, PTW a2 AZETHIEE O
#Aa1T 9, (HSG250, p.16)
VESEFFRGEY AT D ONRW 7 EH L A L2 EEICT D,

More information on permit to work systems

VEZEFF ATl EE D REM
(BEFHERAETE : AT O IE, ZEZEHDO X P Th D, )

Guidance on permit-to-work systems: A guide for the petroleum, chemical

VEEZR[ VAT AT A A X A Al b=, BEPE¥RT A R

and allied industries

HSG250 Key guidance in this area, applicable to all industries where
permit-to-work systems are used. Includes a checklist for the assessment of
your systems.

Technical Measures Document — Permit to work systems

Outlines issues for an assessor to consider, how major hazards could arise
and case studies

The safe isolation of plant and equipment

Failures during the isolation and reinstatement of process plant are one of
the main causes of loss-of-containment incidents. This guidance reflects
increased appreciation of the importance of human factors in safe isolations.
Permit to Work - Pocket Card

Step Change in Safety, 2008. Sets out the essential rules to be followed when

preparing a permit to work. Based on HSG250.

Task risk assessment guide

Step Change in Safety, May 2007. Permit-to-work systems form an essential

part of the task risk assessment process.
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Human factors in design
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Design

This key topic contains links to four issues:

e control rooms
Human Computer Interfaces (HCI)
* alarm management

* lighting, thermal comfort, noise and vibration
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Why is design important?

The design of control rooms, plant and equipment can have a large impact on
human performance. Designing tasks, equipment and work stations to suit
the user can reduce human error, accidents and ill-health. Failure to observe
ergonomic principles can have serious consequences for individuals and for
the whole organisation. Effective use of ergonomics will make work safer,

healthier and more productive.

The earlier that consideration is given to human factors and ergonomics in
the design process, the better the results are likely to be. However, it's
important to use human factors and ergonomics expertise appropriately by
involving people with knowledge of the working processes involved and the
end user. For that reason, user involvement is key to designing operable and

maintainable plant and systems.

Poor design contributes to work-related ill-health and has been found to be a
root cause of accidents including major accidents eg Texas City, Herald of

Free Enterprise and Ladbroke Grove.
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The application of human factors to the design and development of systems
and services is often called Human Factors Engineering or Human Factors
Integration. Note that this approach has been developed in relation to large
projects eg for defence, rail and similar applications, and that a wider view of

human factors may need to be taken for more conventional design.
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Key principles in design

e Equipment should be designed in accordance with key ergonomics
standards including EN614 Parts 1 and 2

*  Control rooms should be designed in accordance with key ergonomics
standards including EN11064, EEMUA 191 and EEMUA 201

e Users should be involved in the design process. This should include
different types of users including operatives, maintenance and systems
support personnel

*  Consideration should be given to operator characteristics including body
size, strength and mental capability

* Plant should be

maintainability and other elements of the life cycle should not be

and processes designed for operability and
neglected eg decommissioning

*  Consideration should be given to all foreseeable operating conditions
including upsets and emergencies

*  Consideration should be given to the interface between the end user and

the system
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More information on design

FPA BT B A

Reducing error and influencing behaviour (HSG48)

Pages 20-26 contain a good summary of key design issues.

Human factors integration: Implementation in the onshore and offshore

T —%5 L, {TENCEEAY 5 2 5 (HSG48)
20-26 N— Uik, HEELHRG EOMESANE LD LTINS
t;%777779*®%ﬁ‘:@h&@%ﬁﬁ%:‘ﬁé%m

industries
Gives an overview of best practice on how to build human factors into design.
Ergonomic principles in the design of work systems

Available from BSI Standards. A work system is defined as 'a combination of
people and equipment, within a given space and environment, and the
interactions between these components with a work organisation' (p10).
Ergonomic design of control centres

Parts 1-7, ISO 11064. Available from BSI Standards.

principles, control room arrangements and layout, workstations, displays,

Covers design

controls, interactions, temperature, lighting, acoustics, ventilation, and
evaluation. Designers should be following this standard for new control
rooms, and it can usefully be referred to for upgrades and modifications to

existing ones especially where there are known problems.
Process plant control desks utilizing human-computer interface:
a guide to design, operational and human interface issues. Engineering

Equipment and Materials Users Association (EEMUA) Publication 201: 2002
available via EEMUA on 020 7628 7878 or email: sales@eemua.co.uk. A clear

and practical guide for sites moving to DCS control and centralised control

rooms.
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Alarm systems, a guide to design, management and procurement, | E#H AT A FFEE EHEOHEO FL| X, TP - Mkl — 0 — o
Engineering Equipment and Materials Users Association Publication No 191 | 1T No. 191

Identifying and eliminating ergonomic risks offshore: A resource pack F7aTICBITFANE LN AT OEBEEERE . U Y —A v

The purpose of this resource pack is to provide an introduction to ergonomics | Z ODEEHED HIIL, B ETEH Ax D722, AN TFEOAMELZRILT 5 2

for people who work offshore. It sets out to raise your awareness of some of
the ergonomic problems in the offshore workplace; to explain the causes of
ergonomic related accidents and injuries, and to provide some practical
information to help reduce the risks. Includes PowerPoint presentations and

checklists on a range of issues.

Human-System Interface Design Review Guidelines NUREG 0700)

The United States Nuclear Regulator (Nuclear Regulatory Commission) has
developed a detailed technical guide to human-system interface design. This

is a very detailed document and can be applied to all industry sectors.
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Control rooms il =

The design of control rooms, plant and equipment can have a large impact on | fil#liZ=, 77 > b BEHROKEFHI, AHONRT 3 —<  RTKREREELH XD
human performance. AREMEDN B D,

Further guidance SORBHAF VA

Ergonomic principles in the design of work systems, BS EN ISO 6385:2004. A | /EZ£ A7 LaxahiZisid 2 AW LeryJit ], BS EN ISO 6385:2004, 1E3T X
work system is defined as 'a combination of people and equipment, within a | 7 A &%, [5G 2 57 ZM LK OBRENICEIT 5 AN s & OMAEHLEL D

given space and environment, and the interactions between these
components with a work organisation' (p10)

Ergonomic design of control centres, Parts 1-7, ISO 11064. Covers design
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principles, control room arrangements and layout, workstations, displays,

controls, interactions, temperature, lighting, acoustics, ventilation, and
evaluation. Designers should be following this standard for new control
rooms, and it can usefully be referred to for upgrades and modifications to

existing ones especially where there are known problems.

Process plant control desks utilising human-computer interface: a guide to
design, operational and human interface issues. Engineering Equipment &
Materials Users Association (EEMUA) Publication 201: 2002 available via
EEMUA on 020 7628 7878 or_sales@eemua.co.uk. A clear and practical guide

for sites moving to DCS control and centralised control rooms.

Human factors aspects of remote operation in process plants Contract

research report 432/2002

Many of the sites surveyed in this work had increased, or were planning to
increase, their level of remote operation. The main reasons given for these
changes were to improve productivity, to satisfy regulatory requirements and
to keep pace with technology. There was little hard evidence that these
alterations led to improvements. The survey indicated that the introduction
of remote operation has significant effects on the way work is conducted. This
was particularly apparent in areas such as communication between Field
Operators and Control Room Operators and information acquisition. Very

few sites systematically examined and managed the impact of these changes
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Interfaces

AVE—T xR

Human-system interactions have frequently been identified as major

contributors to poor operator performance.

AR ET AT AEDBEERIZ. AR —F—D /7 3 —< 2 AME T O E/HEK
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More information on interfaces

AV F—T = — ADFEIEHR

Process plant control desks utilising human-computer interface: a guide to
design, operational and human interface issues. Engineering Equipment and
Materials Users Association (EEMUA) Publication 201: 2002 available via
EEMUA on 020 7628 7878 or sales@eemua.co.uk.

ISO 11064, Parts 1-7. Covers design principles, control room arrangements

and layout, workstations, displays, controls, interactions, temperature,
lighting, acoustics, ventilation, and evaluation. Designers should be following
this standard for new control rooms, and it can usefully be referred to for
upgrades and modifications to existing ones especially where there are
known problems.

Human-system interface design review guidelines, NUREG-0700, U.S.
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Nuclear Regulatory Commission
This large, detailed document addresses the physical and functional

characteristics of human-system interfaces.

KEFE-HREIEE S
CORBE TR IR, ba—~vY VAT A A H—T 2 — ADWHEL

K ORERERI R Z B D EIF T D

Alarm management

L R g

Why is alarm management an issue?

Optimising alarm system design is important to facilitate accurate and

timely fault prompting and diagnosis to operators, and hence more effective
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plant management. There is a great deal of evidence relating to the role of
poorly design alarm systems in major incidents, for example the staff at
Milford Haven Refinery were faced with a barrage of alarms for five hours

preceding the incident.

Key principles of alarm management

1 Alarms should direct the operator's attention towards plant conditions
requiring timely assessment or action

2 Alarms should alert, inform and guide required operator action

3 Every alarm should be useful and relevant to the operator, and have a
defined response

4 Alarm levels should be set such that the operators have sufficient time to
carry out their defined response before the plant condition escalates

5 The alarm system to accommodate human capabilities and limitations
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More information on alarm management

77— LEEICET S REMIE R

Extract from inspectors human factors toolkit (PDF)
Better alarm handling (PDF) HSE information sheet
The explosion and fires at the Texaco Refinery, Milford Haven, 24 July 1994:

BEBEHEt 2a—~v 777 Z—>Y—)L% v k)6 OkFE(PDF)
77— PR kE (PDF) HSE {F#f s — b
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A report of the investigation by the Health and Safety Executive. Background | k€ : Z2fATIZ X AP AWR S EH, LB IR T 53 g k- Bl
reading on alarm handling - key incident report. A,
Alarm systems, a guide to design, management and procurement, | Z#Hi T A7 A FEF BEHEOHEO FL| &, =TV =T U o ViR - MEl—

Engineering Equipment & Materials Users Association Publication No 191

B — e R No. 191 ISBN 0 85931 076 0. EEMUA (Tel. 020 7628 7878/

ISBN 0 85931 076 0. Available from EEMUA (Tel. 020 7628 7878/ Fax 020
7628 7862).

Fax 020 7628 7862) L W AT rJHE
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The management of alarm systems (PDF) Contract Research Report
166/1998

Human factors aspects of remote operation in process plants Contract

Research Report 432/2002. Useful guidance on the often-unconsidered risks
of centralising control (eg to a central control room) - eg communications
often suffer and operators can lose their previous (hands-on) overview of the
real plant.

Human-System Interface Design Review Guidelines NUREG 0700).

The United States Nuclear Regulator (Nuclear Regulatory Commission) has
developed a detailed technical guide to human-system interface design,
which includes information on alarm system design. This is a very detailed
document and can be applied to all industry sectors.

The Management of Alarm Systems, Contact Research Report 166/1998
(PDF)

A review of current practice in the procurement, design and management of

alarm systems in the chemical and power industries

i AT L OE P (PDF) SZREAFEE & 166/1998
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Lighting, thermal comfort, working space, noise and vibration

R, EBVREME, (FEZEM. BT R ORS

The work environment can impact on a person's performance in a number of
different ways from effects that damage health (heat stress, musculoskeletal
disorders); effects that reduce the individual's ability to perform a task (poor
lighting, distraction); to effects that cause dissatisfaction, resistance to
change and uncooperative attitudes ("if management think so little of us why

should we").
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Lighting — At its simplest, different levels of lighting are required for
different types of work — close, accurate work such as soldering a control
panel will require higher light levels than walking down a corridor. However,
when considering lighting, a number of different factors need to be

considered such as colour, contrast, glare and so on.

Thermal comfort — Extremes of temperature (very cold and very hot) can put
physiological stress on an individual. Lack of control of the temperature of a
workplace (eg in an open plan office) can lead to job dissatisfaction and
increased incidence of stress and long term sickness absence. More

information on Thermal comfort.

Working space — Work rooms should have enough free space to allow people

to move about with ease.

Noise — For information about controlling noise and about preventing noise
induced hearing loss, follow this link. When assessing a task, employers
should also consider whether noise might interfere with safety-critical
communications. In addition, exposure to high levels of noise can increase
individual experience of stress, as may even relatively low noise levels if

significantly above background/ambient and if experienced over long periods.

Vibration — Whole body vibration (such as experienced in vehicle cabs) can
contribute to lower back pain and fatigue. Some frequencies of vibration can
have a negative effect on visual performance. Relatively uncommon effects of

low frequency vibration (infrasound) can include throbbing in the head (7Hz)
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and temporary depressed psychological states. More information on

Vibration here.

Lighting

Lighting an environment is often a complex task principally considered
during the design stage of the building (by architects and interior designers).
However, lighting should be designed for the tasks that individuals are
carrying out within that environment. Guides to lighting can seem very
complex, technical documents. However, employers can take some simple

steps to ensure people have adequate lighting to carry out their tasks.

Key principles in lighting

Different activities require different levels of light. In general, the more
detailed the task, the greater the light requirement. A process control room
should be lit at an illuminance of 300 lux, a corridor or walkway may only
require 50 lux, whilst studying an engineering drawing may require 750 lux
(see HSG38 Lighting at Work).

Where individuals are carrying out different activities, they will need control
over their local lighting eg a control and instrumentation engineer coming
into a process control room lit at 300 lux may need a desk with a lamp to

study a wiring diagram.

Studies have shown that giving workers in open plan offices local control of

lighting can increase job satisfaction (and decrease the experience of stress).
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Directional sources of light can bounce off reflective surfaces such as display
screens and cause glare. Using blinds, correcting the angle of the source of

light and using glare filters can help control this, as can use of eg up-lighting.

All sources of light have a particular colour. Some of these, such as sodium,

can make coloured text and diagrams difficult to read.

Sudden contrasts in light levels eg coming out of a well-lit area into a dark
area or vice versa can be a problem because it takes the eye several seconds
to adapt to new lighting conditions. Changes in lighting levels should be

made gradually where possible.

Generally lighting is designed when the workplace is empty and without
consideration of the shadows cast by equipment eg lighting of yards where
trailers and containers may be parked. Pedestrian walkways in these areas

should have specific lighting.

More information on lighting
Lighting at work: HSG38, ISBN 07176-12325 (£9.25)

Chartered Institution of Building Services Engineers (CIBSE).
Workplace transport (PDF)

! Pages 6-8 of 'Measuring workplace transport
safety performance' deal with lighting and conspicuity — how well
pedestrians can be seen — in controlling the risks of workplace transport
(HSL/2005/03).

Slips, trips and falls (PDF) : Identifying human factors associated with slip
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and trip accidents (RR382).
Falls on stairways (PDF) : Literature review (HSL/2005/10).

Emergency Lighting (PDF) : Review of emergency lighting and way-guidance
systems for offshore structures (OTH95:499).

Working space

People need adequate working space to carry out the tasks they are
responsible for. This means they need sufficient space to move about the
work area and to access their work station(s) safely. They also need sufficient
space to store work equipment including files and documents that they need
to use for their work. Work spaces that are perceived by employees to be
cramped have a negative effect on job satisfaction and efficiency, and on

long-term sickness absence.

Key principles in working space

In general, workrooms should have enough free space to allow people to move
about with ease. The Approved Code of Practice to the Workplace (Health,
Safety and Welfare) Regulations 1992 gives the following guidance:

The volume of the room when empty, divided by the number of people
normally working in it, should be at lease 11 cubic metres. All or part of a
room over 3.0m high should be counted at 3.0m high. 11 cubic metres per
person is a minimum and may be insufficient depending on the layout,

contents and the nature of the work.
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More information on working space
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A free leaflet on Workplace health, safety and welfare is available.
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Workplace health, safety and welfare; Approved Code of Practice and | [35 D% 24 K OMEAE ; 1992 Rk (24 R OMEal) HANZ B3~ 2% A
Guidance on the Workplace (Health Safety and Welfare) Regulations 1992 FEN R & T A KA

Organisational culture KRR STb

Overview Bz

Why is organisational culture important? TR STAL DS EE 72 D) ?

Culture can be best understood as "the way we do things around here". | 30t &%, TZZTORY | &L TG LSBT, Ubix, AxBAS

Culture forms the context within which people judge the appropriateness of
their behaviour. An organisation's culture will influence human behaviour
and human performance at work. Poor safety culture has contributed to

many major incidents and personal injuries.

An organisation's culture can have as big an influence on safety outcomes as
the safety management system. 'Safety culture' is a subset of the overall
organisational or company culture. Many companies talk about 'safety
culture' when referring to the inclination of their employees to comply with
rules or act safety or unsafely. However we find that the culture and style of
management is even more significant, for example a natural, unconscious
bias for production over safety, or a tendency to focus on the short-term and
being highly reactive. Success normally comes from good leadership, good

worker involvement and good communications.

A Safety Climate survey provides a snapshot of the organisation's culture in

relation to safety. Questionnaires designed to measure the culture of the
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organisation tend to focus on employee perceptions and behaviours. HSE's

Safety Climate Tool has been carefully designed by scientists to assess the

attitudes of individuals within an organisation towards health and safety

issues to deliver an objective measure of your safety culture.

The largest influences on safety culture are:

°* management commitment and style
*  employee involvement

*  training and competence

°* communication

e compliance with procedures

*  organisational learning

*  Therefore, this key topic contains links to three other issues:
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5
leadership J— S
behavioural safety ITENZE A
learning organisations FE 9 A AR
Key principles on organisational culture KRR ST BE 3 5 FEFAI

* A culture change process can take several years

A good starting place is to measure your existing safety culture perhaps
by using a safety climate tool or more informally by talking to your
workforce (proportionate to the hazards and risks in your workplace).

This can help you target weak areas within your organisation's culture
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*  Asa first pass you could make use of the questions in the Human Factors
Toolkit with your employees

* Remember that any set of measurements is only a starting point. It is
important to take action on the findings of any measurement and to
feedback the findings to your employees. Organisations have found it
beneficial to repeat measurements to track progress

*  Organisations have had very positive results from focusing on specific
issues such as safety leadership, competence or procedures

*  Many organisations use third parties to help measure and change their
culture. It is important to retain ownership of the process and work in
partnership, and acquire the knowledge and skills to continue the work
independently

*  One common mistake is to focus on the staff levels below the manager
who initiates the work. Senior managers should be prepared to have

their own perceptions and behaviours examined and challenged
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Further guidance on organisational culture

MBESULIZBE T2 S bR DT F R

Extract from inspectors human factors toolkit - Common topic 4: Safety

BEFMea—~ T I F— V=X bDOOHFE - b Y 4

culture (PDF)
Managing for health and safety (HSG65)
Reducing Error and Influencing Behaviour (HSG48) p.44 to 48

These pages include a list of the key factors which influence an organisation's
health and safety culture — and which are also linked with better safety
performance.

Hearts and Minds Toolkit

27243k (PDF)
EREEDTHOE (HSG65)
=T — D& TR~ D (HSG48) p.44~48
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This toolkit - for improving the culture of safety in an organisation - was
developed by Shell E&P, and is now freely available with the support of the
Energy Institute.

Culture and HSE, Petroleum Safety Authority, Norway

Organising for Safety - 3rd report of ACSNI Study Group on Human Factors
HSE, 1993. London, ISBN 0 11 882104 0

Safety Culture Maturity Model (PDF)

HSE (2000). OTO 2000/049

Summary guide to safety climate tools (PDF)

HSE (1999). OTO 1999/063

Evaluating the effectiveness of the HSE's health and safety climate survey
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HSE, 1993. = > K>, ISBN 0 11 882104 0
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HSE (2000). 0TO 2000/049

A — VO A B (PDF)

HSE (1999). 0TO 1999/063
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tool
(PDF) Research Report 042/2002

Development of a business excellence model of safety culture (PDF)

This work provides a comprehensive review of research on how to assess and
develop safety culture

The 'How to Guide' for Implementing Human Factors in Health Care (PDF)

(PDF) FRAHREE 042/2002
BETADEDR AT 72 L ZET VDR (PDF)
Z DOFEMEIL, RESUCLOFHE & 3R ITIECE T A2 BRI L Ea— LT
Do

EFRICBT O a—~v T 7 7 Z—EADIOD NGV —T A |

(PDF)

Carthey, J. and Clarke, J.(2009) Patient Safety First

Carthey, J. and Clarke, J. (2009) HBHDOLLHEH—IT

Behavioural safety

BRe

In recent years there has been an increase in the use of behavioural safety or
behaviour modification approaches to safety. There is a wide range of
involve the definition of

of

programmes available, but they generally

safe/unsafe behaviours, observations behaviours and

feedback/reinforcement of behaviours.

17
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*  Behavioural safety: A brief introduction

o ATENZA : fEELRREIT

Further guidance

IDRDIHAF VA

Behavioural safety and major accident hazards: Magic bullet or shot in the

1ITENZ 2k OVHE KEHOEH ©  Magic bullet or shot in the dark? (PDF)

dark? (PDF) Conference Proceedings, Hazards XVIII Symposium, Anderson,
M. (2004). 24 November 2004. IChemE, UMIST, Manchester.

Behaviour modification programmes: establishing best practice (PDF)

Conference Proceedings, Hazards XVIII Symposium, Anderson, M. (2004). 24
November 2004. IChemE, UMIST, v F = A X —,
TEMEET a7 Z 5 . XA NT T 7T 4 ADHENL (PDF)

Offshore Technology Report 048. Fleming, M. & Lardner, R. (2001). HSE
Books, ISBN 0 7176 1920 6.

Strategies to promote safe behaviour as part of a health and safety

Offshore Technology Report 048. Fleming, M. & Lardner, R. (2001). HSE
Books, ISBN 0 7176 1920 6.
HRMAEEH S AT LD & U CREITENZAEHET 5 72 D DRI,

management system. HSE Contract Research Report CRR430, Fleming, M.
& Lardner, R. (2002). HSE Books, ISBN 0 7176 2352 1

Changing Minds: A practical guide for behavioural change in the oil and gas

HSE Contract Research Report CRR430, Fleming, M. & Lardner, R. (2002).
HSE Books, ISBN 0 7176 2352 1

industry Step Change (2000).

~ ALV REEZD . Al HAFEEICB T DITEIERD-ODEE T A K Step
Change (2000)

Behavioural safety approaches (behaviour modification)

TEENELET T u—F (TBHETE)

Why is it commonly used?

e gignificant number of accidents reportedly caused by inappropriate
behaviour

e good vehicle for management and workforce participation

*  can improve the visibility of managers

*  behaviours and actions influence culture through attitudes and

perceptions

e behaviours determine the performance of systems
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Key features

ERRH

® define 'safe' and 'unsafe' behaviour

® all involve observation of behaviour in the workplace
* by managers and/or peers

e with/without targets

provide feedback

* reinforce safe behaviour

¢ 're-educate' unsafe behaviour

° [Z2a7p) 178 & O [TV {T8E E&RT D,
o UVWINLEG COTEIEENEGEND,

o IX—UX—KO/ XIXFREIZ LD
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® feedback ranges from on-the-spot specific feedback and discussion, to| ® 74— K XXv 71k, ZOHTOEKRNE 74— KX I RWNT 4 AH v
impersonalised general data a b, FFEEANN L —RNT — % £ TEIRITbT 5,
Advantages F|

* discussing safety in the workplace

* learning to communicate constructively

* management visibility

* employee engagement in safety

» managers/supervisors (when involved)

* learn to observe

e learn to act promptly on unsafe acts

e can learn about safety leadership

e learn to think about aspects of human factors
e can provide some leading indicators for safety
e can actually change behaviour ("cognitive dissonance")

*  will identify dangerous situations
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Pitfalls
® rule violation vs good rules?

® Dbig, disciplined effort required
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very often fails through lack of real commitment or discipline

some changes will be expensive

not 'owned' by everyone

'off the peg' or consultant-led programmes can fail because of poor fit
with local style/culture (UK/US)
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'off the peg' XiZa WX v FEDOT 0 s/ T T, BIOAZ AL,/
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® trust levels amongst management and employees must match. ® REMEUEXBDEFL AN —HLARTIZ b2,
® lack of friendly communication/Directive style of management 0 KMo a=l—a L OKM,/ EENRRE AR A
More pitfalls SbRrH%EL LI

may not be compatible with other messages

focus on easy, intuitive issues

tend to ignore low probability, high consequence risks. 'Boots not leaks' -
can draw attention away from process safety

can shift onus away from management onto individual

don't address significant impacts of management behaviour

'big brother'/blame culture/Oh no, not another programme

high short-term expectations

failed programme = worse situation than start
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Inspection and assessment issues

R K ORHlli D R EE

What is the evidence that behaviour change will improve safety? (as
opposed to better procedures or easier to use equipment for example)
How is the programme linked to the Safety Management System (SMS)?
How do they address tough issues? (ie costly remedial work, time
pressure)

Do they understand the programme and its strengths and weakness (e
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competence)?

*  Are programme goals linked to other goals, ie team working?

e What happens when an observation card is completed? (workforce
experience vs. management view)

*  Are they knowledgeable, intelligent customers?

e Tl ALAHEIMOBE, TRbLbET—2U—T LU T LTNAEN?
o BN —RNRFEMRLIES E I 502 (GHEE ORER X (vs. ) BEHEODOHR
i)

o PRAERIAEREE TR D 2

Advice for companies considering behavioural approaches
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Do

R

*  be sure that it is really what you need right now

e find out (from employees) whether signals they get from management
about safety are the first issue to address

* network with others - not only those suggested by the consultants

* learn what you can from alternative techniques available

* make sure the system is your own, in style, language, presentation etc.

e pilot, and only roll-out when confident of success

* use it as a dialogue — and that means LISTEN to your employees!

e gspend considerable effort to get good, strong facilitators who understand
safety

*  make sure that participants focus on root causes of behaviours
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Don't

L72vy,

e underestimate the effort and planning required

e be over-optimistic
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get carried away and lose focus on other aspects of safety

believe that the 'Heinrich triangle' works for occupational ill-health,
minor personal injuries and major accidents

bother at all unless:

you're confident that you already have a strong SMS and a safe
workplace

senior management can be made to think it was their idea all along

SR ZREOMOMEIZEREZ Y TR D,
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Increasing the effectiveness/chance of success

PRI DO REtE 2 /D B

ownership - developed in-house is best

good fit with organisations needs, culture and SMS
commitment (involvement is better) from management
good communication and understanding of programme
approach seen as 'fair and just' - trust

managers act as role models
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Summary

£33

there are many advantages to doing Behavioural Safety

but these programmes (and cultural change) take time, resources and a
concerted effort - senior management commitment

a useful addition to the toolkit for occupational safety, but limited
benefits for the control of major hazards

bias towards measurable success; can pull focus away from basics of SMS

and process safety

ITENVZE2EET 52 EIEEL ORERH Y £3

L, Zhbo7a 7T s (ROSHeoZ k) i, B, )Y —2A, %
LT EREEBO I v b A NEOHBFA I AN METT

W5 DL ED T2 D — )Ly h ~OMERZ2B T A, EE 2GR O HIE
WZxtT AU vy MIFESATWET

HIEAREZL IR > TV D72, SMS KOV vt R L2 2D IR G A
DBAVTLUE D AIREMER H D 5

58




*  must address engineering and systems as well
* include workforce and management behaviours

e effectiveness of programme largely depends on existing culture

o T UV=TUVUITRRVAT AT AMNEND D £3
. TEEB M OVEHBROITEN 2 50 5
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Further information

AEREE

e Anderson, M. (2004). Behavioural safety and major accident hazards:
Magic bullet or shot in the dark? Conference Proceedings, Hazards XVIII
Symposium, 24 November 2004. IChemE, UMIST, Manchester.

e Fleming, M. (2001). Safety culture maturity model. Offshore Technology
Report 049. HSE Books, ISBN 0 7176 1919 2.

e Fleming, M. & Lardner, R. (2001). Behaviour modification programmes:
establishing best practice. Offshore Technology Report 048. HSE Books,
ISBN 0 7176 1920 6.

e Fleming, M. & Lardner, R. (2002). Strategies to promote safe behaviour
as part of a health and safety management system. HSE Contract
Research Report CRR430, HSE Books, ISBN 0 7176 2352 1

e Step Change (2000). Changing Minds: A practical guide for behavioural

change in the oil and gas industry

e Anderson, M. (2004). 178224 M OVE K FH O fER: BEEO WAL RER T
DHFEED? ZFEFHE R, ~Y— K XVII AR Y oA 2004 4 11 A 24
H, IChemE, UMIST, v F = A X —,

e Fleming, M. (2001). Z&SALRAET )V, 47 a THIFLAR— K 049,
HSE 7 v 27 A, ISBN 0 7176 1919 2,

e Fleming, M. & Lardner, R. (2001). {TE8fEIE7 0 /' T Lt XA N 57T
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e Fleming, M. & Lardner, R. (2002). Z2#AEEH I AT LDO—BE L TD
LRATEN A RAHET 2 72 Ok, HSE ZApFst#E#E CRR430, HSE 7
v 7 A, ISBN 0 7176 2352 1
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Learning organisations

FE 9 DA

A learning organisation not only values and encourages learning from its own
experiences, but looks beyond itself for lessons, and avoids complacency. This
is one of the 7 key elements identified by HSE in improving safety
management, leadership and safety culture.

Near misses, 1ncidents,
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accidents should be thoroughly investigated by those trained in investigation
techniques. Perhaps more importantly, the lessons learnt from such
investigations should be communicated widely and recommendations
implemented swiftly. In an organisation that does not learn, incident

investigations highlight a failure to implement earlier recommendations.

The distinction between passive learning (where lessons are identified but
not put into practice) and active learning (where those lessons are embedded
into an organisation's culture and practices) is crucial in understanding why
truly effective learning so often fails to take place. Learning is linked to
'corporate memory', which must withstand staffing losses and changes,

including contractorisation.

Learning organisations are characterised by 'chronic unease', for example,
they actively seek out information even in areas that appear to be running
smoothly. They also 'amplify weak signals' - straining to hear and learn from

apparently weak signals, eg from the frontline.

Barriers to organisational learning include:

* an undue focus on the immediate event rather than on the root causes of
problems

e latching onto one superficial cause or learning point

e failure to address the issues of blame, accountability, responsibility and
discipline

* a culture of individual 'error' rather than one that takes a systems
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approach

* 'scapegoating' rather than addressing deep-rooted organisational
problems

* changes among key personnel within organisations and teams

* ineffective communication and other information difficulties

* tackling small individual issues, rather than addressing more
fundamental change

* pride in individual and organisational expertise leading to denial, and a
disregard of external sources of lessons

* not listening to 'bad news' and a failure to challenge existing systems,
procedures and structures

* inability to recognise the financial costs of failure, thus losing a powerful

incentive for organisations to change
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More information on learning organisations

FERBICEE T DRI

Safety culture maturity model (PDF)

2R eEE T /L (PDF)

Maintenance, Inspection and Testing (MIT)

R5F. BREROT A b (MIT)

Overview

B

Why are maintenance, inspection and testing important?

Maintenance, Inspection and Testing (MIT) are key activities for many
industries, particularly those that are classed as 'major hazards'. These
activities can be assessed through two means — a review of the outputs (eg
maintenance backlogs), and an assessment of the process. The assessment of

the process may follow the approach outlined in HSE's publication
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"Successful Health & Safety Management", HSG65 (the POPMAR format -

Policy, Organising, Planning, Measuring, Auditing and Review).

Two preliminary questions are:

1 Have adequate resources and staff been made available to undertake the
necessary maintenance, inspection and testing in your organisation?
2 Do senior managers and directors understand fully the consequences of

failing to provide this resource?

This topic is concerned with the system of managing these key activities;
guidance on human failures during maintenance and related activities can be

found on the Maintenance Error topic page.
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Key principles in maintenance, inspection and testing

AVTFFUVA, BRERONT A O EEFH|

e Allocation of roles and responsibilities for managing these activities

e A system for identifying relevant plant and equipment - and including it
in the MIT system

*  Ensuring that those personnel determining MIT regimes and intervals
are competent to do so

e Agystem for assuring the competence and supervision of those personnel
undertaking these activities

e Provision of appropriate instructions and procedures for MIT staff

*  Ensuring effective communications between all personnel in the MIT

system
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*  Providing an effective system to record, track and trend key MIT
information

¢ Management of overdue MIT, with consideration of priority (and a
review of why items are overdue)

* Lagging and leading indicators which reflect the risk profile of the plant
and equipment

*  Procedures for examination, inspection & proof testing have clear
pass/fail criteria

e  Where MIT activities are outsourced, the duty-holder should retain an
intelligent customer capability

* Independent review of the MIT system to determine whether it is

fit-for-purpose
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More information on maintenance, inspection and testing

AUTF VR, BEROT R MZET 335 R

Maintenance system assessment: Guidance document

This Handbook gives advice and guidance on fundamental structural and
organisational elements involved in a Maintenance System and on methods
to establish their existence, their degree of sophistication and their
effectiveness.

Common topic 2: Maintenance error (PDF)

Key Programme 3: Asset Integrity Programme, (PDF) A report by the
Offshore Division of HSE's Hazardous Installations Directorate 2008

Capability maturity model for maintenance management

Energy Institute, London 2007. Essentially an auditing tool, the capability

maturity model will assist duty holders and contractors to assess and, where
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needed, improve the efficacy of their maintenance organisation.

Programme for the Assessment of NDT in Industry (PANI 3)

This project was instigated with the objective of identifying solutions which
will allow industry to optimise performance and minimise the magnitude of

operator variation in the application of manual ultrasoni

DI B ET,
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Maintenance error

AVTF /AT —

Why is maintenance error important?

When we address human factors in relation to health and safety, we're
aiming to optimise human performance and reduce human failures. Even
experienced, highly-trained, well-motivated technicians can make simple
slips and omissions, and such errors can initiate major accidents, as well as

result in personal injury to maintenance personnel.

Maintenance quality is heavily reliant on human activity - many accidents
and incidents have maintenance error as a root or major contributory cause.
So,

maintenance, it is necessary to ensure that the actions and decisions of

in addition to managing the safety of personnel undertaking
maintenance personnel do not leave the equipment or system in an unsafe
state. Common maintenance failures include incorrect reassembly, wrong
specification of replacement items, omission of a task step, re-commissioning
errors, safety features left disconnected, instrument set-points incorrectly set

or leaving tools inside.
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However, human error in maintenance is largely predictable and therefore
can be identified and managed. Furthermore, improvements in the reliability

of maintenance will have business benefits beyond health and safety.

HSE expects all companies who undertake maintenance with the potential
for severe consequences to be aware of the issue of human error and its
importance. "Major hazard" or safety critical companies in particular will be

expected to:

e  have carried out an assessment (or be doing so)

* have a timed action plan
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Key principles in maintenance error
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e Design plant and equipment for maintainability (eg reduce complexity;
improve accessibility; label plant and components; consider the working
environment eg noise; temperature; lighting)

*  Conduct human error analysis on safety-critical maintenance tasks

e Consider the design of maintenance tasks (work is interesting and
challenging; diagnostic tools are provided; adequate time is available;
distractions are minimised; PPE is realistic etc)

e Develop up-to-date procedures for safety-critical maintenance tasks

e Involve all relevant maintenance personnel in plant & equipment design,
job design, task analysis, writing procedures etc

e Ensure supporting resources are readily available (P&IDs; schematics;

job-aids; tools and spares etc)
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e Provide effective communication channels between shifts, and between

operations, maintenance and contractor personnel
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More information on maintenance error
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Common topic 2: Maintenance error (PDF)

Technical Measures Document — Maintenance Procedures

This brief document provides guidance on assessing maintenance systems
and usefully outlines where major hazards could arise during maintenance
activities. It also links to several case studies illustrating the importance of
managing maintenance systems.

Further information on Managing Human Failures

including a 7-step risk assessment approach that many organisations have

found useful.

Managing Maintenance Error: A Practical Guide, James Reason and Alan
Hobbs (2003)

A down-to-earth practitioner's guide to managing maintenance error. It deals
with human risks generally and the special human performance problems
arising in maintenance, as well as providing an engineer's guide for their

understanding and the solution. ISBN: 978-0-7546-1591-0.

LEreyr 20 XAFF A 25— (PDF)
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AVTFUVAR 25 —DEFE: EEN A F. James Reason 3 X T Alan Hobbs
(2003)
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Intelligent customer capability
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Intelligent Customer Capability can be defined as "The capability of the
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organisation to have a clear understanding and knowledge of the product or

service being supplied".

Many organisations have a mixture of core activities - for which they use
their own competent staff - and contracted-out activities. The 'Intelligent
Customer' principle mainly relates to a capability required of organisations
when using contractors. The extent of the required capability should be
commensurate with the hazard and the size of the organisation. Key to both
organisational 'core competences' and 'intelligent customer' capability is the
retention of 'corporate memory'. This topic therefore has clear links to staff
turnover, succession planning, competence, communications and 'lessons

learned' from events.

Example

if an organisation employs the services of a contractor to undertake safety
analyses, they must be able to ensure that the contractor is suitably qualified
for the work, an appropriate methodology is used, and be able to ask
appropriate questions. The organisation should have sufficient knowledge to
understand the limitations and implications of the analysis (eg to its safety
case/report) and be able to lead the presentation of the safety arguments to
the Regulator. However the organisation need not have the depth of

knowledge required to undertake the detailed analysis.

This topic has clear links to outsourcing and contractorisation. For example:
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* The need to ensure that you retain oversight and co-ordination of all
outsourced activities (eg arrangements to ensure that inspection, testing
and maintenance of all, relevant safety-critical equipment is carried out
as scheduled)

*  The need for whole-system functionality checks, when work on different

safety-critical elements is contracted out to a range of different

specialists (eg end-to-end testing from interface to hardware on plant)
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Further guidance
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Technical Assessment Guide: Licensee use of contractors and intelligent

PAFHIHA A R FA 2 —IC X DEAEAOHARNA TV P b

customer capability (PDF)

This document considers assessment of the technical and safety assessment
capabilities in the context of the intelligent user of technical services, safety
advice, safety information and assessment. Although produced for the

nuclear industry, this guidance contains useful principles for any

organisation, particularly major hazard industries.

BAZHEEE  (PDF)
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Other topics
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Why is contractorisation important?

Contractorisation is the process of downsizing, restructuring or other
Initiatives to enable contractors to be used to replace or supplement company
staff in performing activities. It is often known as outsourcing. Contractors are

organisations or individuals who provide a service, but are not directly

BREELPEEROIIRETTN?

AR LT, EBERTICBWTGHAEE Z22HEO R Z v 7 OMb b AT
WCRIATE D L DICT 2720 NEHI, B XTZ OMOER Y A0 7 vt 2
TT, ZHET Y Ry = e BMEERE T, FREE LT, e R a2 Rt
THMBSUIBATTN, 7747 v bRICE#HBERA SN TWE DI TIEH Y

68




employed by the client company. These services may be provided onsite (eg
specialist maintenance activities, asbestos removal) or elsewhere (eg provision
of design or safety analyses). However, any company using the services of a
contractor must retain an understanding and knowledge of the product or
service being supplied — and be mindful of responsibility for managing safe

operations (more information is available on the Intelligent Customer topic

page).
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Key principles in contractorisation
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e Selection (including resources, equipment, knowledge and experience)

¢ Coordination between clients, contractors and sub-contractors (ie who
does what, when and how)

e Induction to site rules, procedures, hazards and emergency
arrangements

e Supervision (by whom - including on-the-job and checks of completed
work)

e Competence of contractors (eg consider the role of the client and the
contractor's management)

e Assessment of new hazards introduced by the activities of contractors
— which could be direct (eg in the case of asbestos removal) or indirect
(eg caused by undetected, latent faults left behind when a contractor
completes work)

e Review of the contractor selection and management system
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More information on contractorisation

Technical Assessment Guide: Contractorisation

Guidance developed for HSE's Inspectors of Nuclear sites, but includes

useful guidance for other industries.

Licensee use of contractors and intelligent customer capability (PDF)

Guidance developed for HSE's Inspectors of Nuclear sites, but includes

useful guidance for other industries.

Using contractors: A brief guide

Managing contractors: A guide for employers
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Fatigue W

Why is fatigue important? WEHIIBREERELRDON?

More than 3.5 million people are employed as shift workers in the UK. They SEETIE 350 HALLERS T RS L UM ST E ., S o2
work in a wide variety of industries including the emergency services, e ERR. A WL, B (. PR LR A ST, ). B
healthcare, the utilities, transport, manufacturing (including oil, gas and OUNESE | S Kk 5’?“(“ BT E

chemical industries), entertainment and retail. Poorly designed shift-working
arrangements and long working hours that do not balance the demands of
work with time for rest and recovery can result in fatigue, accidents, injuries
and 1ill health.

7 MEBE OB RO NEYNCEREF SN TE LT, fFEOER & IRESCEIE DR
%&@A7yx#mﬂfw&wﬁﬁ%ﬁ@i\ﬁﬁ\%&\%&&U@%F%:
DRNDHAREMEN B Y FT,

o7 LI, RS RTEDS 2 LT T T MARZ = U BREENCERE SN TV

70
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Fatigue refers to the issues that arise from excessive working time or poorly
designed shift patterns. It is generally considered to be a decline in mental

and/or physical performance that results from prolonged exertion, sleep loss
and/or disruption of the internal clock. It is also related to workload, in that
workers are more easily fatigued if their work is machine-paced, complex or

monotonous.

Fatigue results in slower reactions, reduced ability to process information,
memory lapses, absent-mindedness, decreased awareness, lack of attention,
underestimation of risk, reduced coordination etc. Fatigue can lead to errors
and accidents, ill-health and injury, and reduced productivity. It is often a root
cause of major accidents eg Herald of Free Enterprise, Chernobyl, Texas City,

Clapham Junction, Challenger and Exxon Valdez.

Fatigue has also been implicated in 20% of accidents on major roads and is
said to cost the UK £115 - £240 million per year in terms of work accidents

alone
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Key principles in fatigue

B H DEERRA

1. Fatigue needs to be managed, like any other hazard

2. It is important not to underestimate the risks of fatigue. For example,

the incidence of accidents and injuries has been found to be higher on

L JEI5E, o dH 55 EMRE FERICERS 2 0ERH Y £,
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night shifts, after a succession of shifts, when shifts are long and when

there are inadequate breaks

. The legal duty is on employers to manage risks from fatigue,

irrespective of any individual's willingness to work extra hours or
preference for certain shift patterns for social reasons. Compliance
with the Working Time Regulations alone is insufficient to manage the

risks of fatigue

. Changes to working hours need to be risk assessed. The key

considerations should be the principles contained in HSE's guidance.
Risk assessment may include the use of tools such as HSE's 'fatigue

risk index'

. Employees should be consulted on working hours and shift patterns.

However, note that employees may prefer certain shift patterns that

are unhealthy and likely to cause fatigue

. Develop a policy that specifically addresses and sets limits on working

hours, overtime and shift-swapping, and which guards against fatigue

. Implement the policy and make arrangements to monitor and enforce

it. This may include developing a robust system of recording working

hours, overtime, shift-swapping and on-call working

. Problems with overtime and shift-swapping may indicate inadequate

resource allocation and staffing levels

. There are many different shift work-schedules and each schedule has

different features. This sheer diversity of work and workplaces means
that there is no single optimal shift system that suits everyone.

However, a planned and systematic approach to assessing and
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https://www.hse.gov.uk/humanfactors/topics/staffing-levels.htm

managing the risks of shift work can improve the health and safety of
workers

10.There are a number of key risk factors in shift schedule design, which
must be considered when assessing and managing the risks of shift
work. These are the workload, the work activity, shift timing and
duration, direction of rotation and the number and length of breaks
during and between shifts. Other features of the workplace
environment such as the physical environment, management issues
and employee welfare can also contribute to the risks associated with
shift work

11. Sleep disturbances can lead to a 'sleep debt' and fatigue. Night workers

are particularly at risk of fatigue because their day sleep is often

lighter, shorter and more easily disturbed because of daytime noise and

a natural reluctance to sleep during daylight
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More information on fatigue

Extract from inspectors human factors toolkit — Managing fatigue
risks(PDF)

Contains questions for checking your management of fatigue.

Managing shift work: Health and Safety Guidance HSG 256

Aimed at employers, safety representatives, trade union officials,
employees, regulators and other stakeholders. This guidance explains
employers' legal duties to assess risks associated with shift work and aims
to improve understanding of shift work and its impact on health and
safety. It includes good practice guidelines on how to reduce the risks and

practical advice on how employers, safety representatives and employees
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can reduce the negative impact of shift work (see Hints and tips for

shift-workers).

Reducing error and influencing behaviour (HSG48)

Contains a good summary of key fatigue issues

The development of a fatigue / risk index for shiftworkers
This report describes the work carried out to revise and update the HSE
Fatigue Index (FI). Also included is an Excel spreadsheet calculator for

assessing shift patterns.

Managing rail staff fatigue guidance (ORR) (PDF)
Although written for the rail industry, the principles contained in this

guidance are transferable to other safety critical industries.

Guidance for managing shiftwork and fatigue offshore

This information sheet provides advice on good practice approaches to shift
working in the offshore industry. While it is intended to be used in
conjunction with HSE's generic guidance on shift work this document
provides specific advice relating to working practices in the UK offshore

sector

Effect of shift schedule on offshore shiftworkers' circadian rhythms and
health

This research measured changes in circadian phase, sleep parameters,

metabolic and hormonal markers of cardiovascular disease during
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different offshore shift schedules. It provides advice as to the most
appropriate schedules to operate and strategies for improving tolerance to

shiftwork schedules.
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Organisational change
Why is organisational change an issue?

1. The key issue is that the direct and indirect effects of a proposed
change on the control of hazards should be identified and assessed

2. Due to the greater potential consequences of an accident, major
accident hazard sites should aim for higher reliability in their planning
and decision making

3. Avoid too many simultaneous changes which may result in inadequate
attention to some or all. Phase changes whenever possible

4. Organisational change should be planned in a thorough, systematic,
and realistic way; similar to the processes for managing plant change

5. Two aspects of the change need risk assessment: risks and
opportunities resulting from the change (where you want to get to) and
risks arising from the process of change (how you get there)

6. Consult with staff (including contractors) before, during and after the
change - don't miss serious issues hidden among all the natural
concerns

7. Ensure that all key tasks and responsibilities are identified and
successfully transferred to the new organisation

8. Provide training and experienced support/supervision for staff with
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new or changed roles

9. Consider reviews of plans and assessments by independent internal or
external experts - be prepared to challenge

10.Remember that change can happen even to apparently static

organisations eg the effects of an ageing workforce
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More information on organisational change

RRZE B IZ B3 B MTE

Extract from inspectors human factors toolkit - Organisational change and

BREDOt 2—~ T 7 7 2 —=V—=)VF vy )b OHF: - MEEETE & BITER

transition management (PDF)

Organisational change and major accident hazards (PDF)
Published on the HSE website in July 2003 as an information sheet. Core
guidance for COMAH sites.

Assessing the safety of staffing arrangements for process operations in the

chemical and allied industries (PDF)

HSE Contract Research Report 348/2001, Essential guidance for assessing
manning levels pre- and post-change. Note: New Energy Institute guide to the
methodology ('Safe Staffing Levels') is available as a free download. Highly

recommended for users of the method.

Business re-engineering and health and safety management: best practice

model

(PDF)
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Contract Research Report 123/1996. Useful guidance for significant or major

organisational change

Department of Health

Nuclear Directorate - Technical Assessment Guide: Licence Condition 36
Arrangements
This document provides guidance to Nuclear Inspectors on judging the

adequacy of licensee's arrangements to control any change to its

organisational structure or resources which may affect safety.
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Procedures

FIE

Why is good procedure design important?

Procedures, including method statements, work instructions, permits to work
etc, are agreed safe ways of doing things. They usually consist of instructions

and related information needed to help carry out tasks safely. Procedures may
include step-by-step instructions, checklists, decision aids, diagrams,

flow-charts and other types of job aids.

Problems with procedures are linked to numerous incidents and frequently
cited as one of the causes of major accidents. The inadequate management of

procedures have not only contributed to disasters such as Bhopal, Piper Alpha

and Clapham Junction, but also to fatalities, personal injuries and ill
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health. The main causes are too much reliance placed on procedures to control
risk, a failure to follow safe working procedures or the use of inadequate

procedures.

Operating procedures may not be the best way of controlling hazards, at least

not as the sole defence against human error.

Key principles in procedure design

Risk assessment should clearly establish if procedures are an
appropriate control measure. The results of the risk assessment should
inform development of the procedure.

Consider the links between procedures and competency — they are two
sides of the same coin and should support each other eg on-the-job
competency would include training on key procedures. Procedures do
not replace competency.

Have a system for managing procedures — outlining eg how to decide
which tasks need procedures, how these are developed, complied with
and reviewed/updated. Use task analysis methods to inform the
content of procedures eg walking and talking through the task with
users.

Use a format, style and level of detail appropriate to the user, task and
consequences of failure. Fit for purpose - one size does not fit
all.

and by designing the task, job, environment, equipment, etc.

Support compliance with procedures through user involvement
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More information on procedures

FLWFRE HEICONT

Extract from inspectors human factors toolkit - Reliability and usability of

BREOLa—vy Ty ¥—y—j%y b b OB - FIEOEEE -

procedures (PDF)

Useful for checking your own use of procedures.

Reducing error and influencing behaviour (pp.26-31)

These pages contain useful information on layout, formatting and style of

procedures. They also discuss safety warnings.

Information sheet on revitalising procedures (PDF)

Provides guidance for employers on how to develop procedures that are
appropriate, fit-for-purpose, accurate, 'owned' by the workforce and, most of

all, useful.

Procedures audit tool (PDF)

Style, layout and language are important elements of usability. This tool

summarises recognised good practice and can be used by employers to actively
review and audit these aspects of their own procedures (as part of a wider

framework for developing and managing procedures).

Improving compliance with safety procedures: reducing industrial

4 & (PDF)
FHNEDH AR 2 MBS D DITRIL B £

T 7 —DHIB M OITEN~ D (26~31 R—)
INHEOR=ZE, FEOLVAT U, 73—~y FRORZAIVZET 5%
MOFEBRNPEENTVET, £72, ZRICHTL2EHICHOVTHHRB L TWET,

FNEDIHEPEALICPE T S {E# S — & (PDF)
HWYIT, BICHE > TR Y, EMET, (8D Ta] L, MY b &RILHSFIE
ZBFET D ITEICHOWT, HHEMTONA o 2t LET,

TFlEEEA Y — /L (PDF)

ABAN, VAT U RNROEEL, N TSORERER TS, 2OV —/IE,
RBOOLNTENREEZEN L0 T, FHEZ, FIEOHBEEOERDO =D
DEVIEFER 7 L—AT—7 O—FE LT, BADOTFIED Z i 5 Ol & AR
W B2 —RUOEET LD TEET,

LR TFINAOESF O PFEREEX DHIJE (PDF)

violations (PDF)

This guidance outlines practical strategies for reducing the potential for

industrial violations. It shows managers how to identify violations by selecting

rule sets that have the greatest risk for safety if they are not followed.
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Management can develop detailed action plans to suit their specific problems

on the basis of suggestions offered in the report.

Inspection Guide: Instructions to Persons on Site (PDF)

This guidance provides a framework to guide inspection activities carried out

by HM Nuclear Inspectors.

Nuclear Directorate - Technical Inspection Guide: Operating Instructions(PDF)
This guidance provides a framework to guide inspection activities carried out

by HM Nuclear Inspectors.
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Training and competence

F—=V 7RO

Why is competence important?

This can be defined as the ability to undertake responsibilities and perform
activities to a recognised standard on a regular basis. It is a combination of
skills, experience and knowledge. The inadequate management of competence
has not only contributed to disasters such as Esso Longford and BP Texas

City, but also to fatalities, personal injuries and ill health.

Key principles in competence

1. Competence assurance should be linked to key responsibilities,
activities and tasks identified in risk assessments
2. Competency assurance systems should aim to establish and maintain

competency for all those involved in safety-related work, including
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http://www.onr.org.uk/operational/tech_insp_guides/ns-insp-gd-009.pdf
http://www.onr.org.uk/operational/tech_insp_guides/ns-insp-gd-024.pdf

managers. This is particularly important in the management and
prevention of major accidents

Training is an important component of establishing competency but is
not sufficient on its own. For example, consolidation of knowledge and
skills through practice is a key part of developing competency
Competence assurance systems should take account of foreseeable
work and operating conditions - including infrequent and complex
activities, emergency situations and upsets, maintenance etc

Training and competence assessment methods should be appropriate
to the hazard profile of the tasks being undertaken. For example,
competency assurance systems for safety critical tasks should be more
robust
'On-the-job'

assessments and associated control measures including procedures. In

training should be structured and linked to risk

safety critical environments, on-the-job training should be supported
by other forms of training where appropriate eg classroom training,
simulation

Training should be validated ('Did it deliver what it was supposed to?"),
and evaluated (Is this the right kind of training for our needs?') and
recorded

There should be refresher training for infrequent, complex or safety
critical tasks and this may include appropriate reassessment
Vocational qualifications should include site-specific aspects and link
appropriately to the hazards and risks in your workplace

10. Aim to achieve a suitable balance between competence and supervision

11. Careful consideration should be given to the potential consequences of
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outsourcing of safety-related work. Companies must take steps to
ensure that contractors are competent to carry out health and
safety-related work. Companies should seek to retain intelligent

customer capability to ensure that they can appropriately manage and

oversee the work
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More information on competence
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Extract from inspectors human factors toolkit - Core topic 1: Competence
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assurance(PDF)

Useful for checking your own competency system.

Developing and Maintaining Staff Competence (PDF)
Second edition published by the Office of Rail and Road, 2007 ISBN 07176
1732 7(first published by the Health and Safety Executive, 2002)

The guidance is primarily aimed at those responsible for managing,
controlling and assessing the competence of individuals and teams in the
railway industries. However, this guidance is fully applicable to other
industries, including high hazard industries. It describes the principles and
factors that should be considered to improve existing competence management

systems, and set up and implement new systems.

Competence assessment for the hazardous industries.

Research Report 086 (2003). Includes guidance and questions for self
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https://www.hse.gov.uk/humanfactors/topics/contractors.htm
https://www.hse.gov.uk/humanfactors/topics/customers.htm
https://www.hse.gov.uk/humanfactors/topics/customers.htm
https://www.hse.gov.uk/humanfactors/assets/docs/core1.pdf
https://www.hse.gov.uk/humanfactors/assets/docs/core1.pdf
http://orr.gov.uk/__data/assets/pdf_file/0016/4264/sf-dev-staff.pdf
https://www.hse.gov.uk/research/rrhtm/rr086.htm

assessment of your training and competency arrangements.

Successful health and safety management, HSG65 (1997)

ISBN 0717612767, HSE Books. Provides guidance for directors, managers,
health and safety professionals and employee representatives who want to
improve health and safety in their organisations. Pages 26 to 32 discuss

competency assurance.

Study group on human factors: first report on training and related matters

ACSNI, ISBN 0 11 885543, HMSO 1990, now via HSE Books.

Optimising hazard management by workforce engagement and supervision
(Research Report 637). Discusses the balance between competence and

supervision, and increased workforce involvement.

The selection and training of offshore installation managers for crisis
management. Offshore Technology Report OTH 92 374. (PDF)

This project investigated the selection and training of Offshore Installation
Managers (OIMs) with particular reference to their ability to take command

during an emergency.

Factoring the human into safety: Translating research into practice. Volume 3
- Crew Resource Management Training for Offshore Operations, RR061
(2003).

The aim of this work was to design and evaluate a form of human factors
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https://www.hse.gov.uk/pubns/books/hsg65.htm
https://books.hse.gov.uk/
https://www.hse.gov.uk/research/rrhtm/rr637.htm
https://webarchive.nationalarchives.gov.uk/ukgwa/20230103120103/https://www.hse.gov.uk/research/othpdf/200-399/oth374.pdf
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training called Crew Resource Management (CRM) which is intended to

improve safety, productivity, and to reduce down time on offshore installations.

Nuclear Directorate - Technical Assessment Guide: Licensee use of contractors

and intelligent customer capability. (PDF)

Contractorisation 1is the process of downsizing, restructuring or other
initiatives to enable contractors to be used to replace or augment company

staff in performing activities.

Managing competence for safety-related systems, issued by the Health and
Safety Executive, the Institution of Engineering Technology and the British
Computer Society, 2007

Part 1: Key guidance (PDF)
Part 2: Supplementary material (PDF)

The purpose of this guidance is to help companies manage the competence of
their staff who are involved with the functional safety of electronic
safety-related systems for protection or control (eg fly-by-wire in aircraft,

shutdown systems in the petrochemical industry and offshore, and

safeguarding arrangements for machinery and industrial automation).
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Resources
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http://www.onr.org.uk/operational/tech_asst_guides/ns-tast-gd-049.pdf
http://www.onr.org.uk/operational/tech_asst_guides/ns-tast-gd-049.pdf
https://www.hse.gov.uk/humanfactors/assets/docs/mancomppt1.pdf
https://www.hse.gov.uk/humanfactors/assets/docs/mancomppt2.pdf
https://www.hse.gov.uk/humanfactors/resources/index.htm

Case studies, guidance, articles
and toolkit
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